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Editorial: Review Series in Disaster Medicine

Use of Medical Information and Digital Services for Self-
Empowerment before, during, and after a Major Disaster
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Disaster response procedures have been developed and improved following the Great East Japan
Earthquake. Innovative services have also been created through digital transformation, including an
acceleration and deepening of artificial intelligence technology. Things that were once technically
impossible are now possible. These innovative technologies will spread across various fields, and disaster
response will not be an exception. The Ministry of Health, Labour and Welfare is promoting the use of
personal health records in a way that effectively supports the management of treatments by using data
from wearable devices and specific applications. During the COVID-19 pandemic, the trade-off between
protecting personal information and enabling social benefits, such as in the use of digital tracking, and
infodemics, including misinformation, have become new social challenges. Reviewing past disaster
preparedness and the services and value provided by digital transformation indicates what new disaster
preparedness should be. Digital transformation does not require literacy (ability to collect, analyze, and use
information) but competence (beneficial behavioral traits derived from experience). Understanding
behavior through data and enabling rational behavior are crucial. By increasing human productivity, we can
save time and improve self- and mutual-help in times of disaster. Medical information and digital services
must be properly used in normal times. A society that uses such services will be more disaster resilient.
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than 50 regular employees have formulated BCPs, and the

Introduction

The Great East Japan Earthquake of March 2011 was a
disaster of an unprecedented scale (Ishigaki et al. 2013;
Orui et al. 2015; Reconstruction Agency 2020). Over the
past 10 years, stakeholders in various fields have been
studying and developing methods of disaster prevention,
mitigation, and response (Egawa 2021).

In Japan, the importance of business continuity plans
(BCPs) have been recognized from the Great East Japan
Earthquake (Cabinet Office 2013). According to a survey
conducted by the Cabinet Office in 2019 (Cabinet Office
2020), 68.4% of companies with capital of more than 1 bil-
lion yen and more than 50 regular employees, and 34.4% of
companies with less than 1 billion yens capital but more

proportion is increasing every year. Furthermore, a major-
ity of the companies with BCPs review them on a regular
basis.

A 2021 survey by the Ministry of Internal Affairs and
Communications (MIC) presented the status of BCP
response by the administrative units (MIC 2021). There is
a 100% rate of BCP formulation for administrative units in
prefectures and a 94.4% rate for municipal units, which
indicates that a substantial number of BCPs have been for-
mulated. However, 91.5% of prefectural administrative
units have formulated BCPs for efficiently receiving sup-
port in the event of a disaster in the form of people and
relief supplies from other prefectures, whereas only 45.0%
of municipal administrative units have done so (MIC 2021).
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Only 33.2% of municipalities have formulated all six stipu-
lated items (Table 1) in their BCPs (Table 2), and this omis-
sion, including any others, must be remedied.

The development of BCPs as a part of disaster preven-
tion, mitigation, and response has thus been progressing in
terms of scale in companies and administrations. The fol-
lowing step is business continuity management (BCM),
which requires not only the introduction of BCPs but also
their operations and review on an ongoing and integrated
basis.

The Ministry of Health, Labour and Welfare (MHLW)
conducted a nationwide survey of medical institutions
nationwide in 2018 (MHLW 2019c) and found that BCP
formulation has been achieved in all base hospitals for
disasters because it is also a facility requirement; however,
the rate of BCP formulation in other medical facilities was
only 25% (MHLW 2019¢). The MHLW has been promot-
ing the formulation of BCPs (Sasaki et al. 2020) through its
Guide for Preparing Hospital Disaster Response Plans
Based on the Concept of BCPs and BCP Formulation
Training Program.

The development of medical support during the disas-
ter is also crucial. To this end, the MHLW has been pro-
moting the development of a macroscopic system. The
Disaster Medical Assistance Team (DMAT [MHLW] 2005;
Kondo et al. 2012, 2019), launched in April 2005 after the

Great Hanshin-Awaji Earthquake, has undergone improve-
ments through repeated practice and can now provide a
wide range of medical services, including hospital support,
maintaining, expanding hospital functions in the disaster
area, and emergency medical services in ordinary times.
This function has become an indispensable part of today’s
disaster response. An internet search reveals more than 20
organizations that provide similar support to disaster-
stricken areas, including administrations, medical associa-
tions, academic societies, and group hospitals. However,
the activities of these organizations encounter complex
problems for the recipients of support, and developing plans
to receive aid and establishing the nature of the support in
advance is essential.

The COVID-19 pandemic, which is another type of
disaster, has also been spreading globally from December
2019. In responding to disasters related to infectious dis-
eases, individual and decentralized evacuation responses
are required, such as lockdown policies in other countries,
in contrast to setting up evacuation centers and having peo-
ple evacuate en masse, which is required in natural disas-
ters, such as earthquakes and typhoons (Alfano and
Ercolano 2020).

In addition, there is a need for information technology
(IT)-based responses that can identify infection routes and
help manage infected persons, which has been observed in

Table 1. The six key elements to be specified in the business continuity plan

(BCP).

1 A clear order of succession in the absence of the head of the government and

a system for gathering staff

2 Identification of alternative government buildings in the event that the main

government building cannot be used
Securing electricity, water, food, etc.

4 Securing various means of communication that can be easily connected even
in times of disaster

5 Back up important administrative data
6  Organize priority tasks in the event of an emergency

Source: Ministry of Internal Affairs and Communications press release
“Results of a survey on the status of business continuity planning in local
governments”, February 25, 2021.

Table 2. Status of formulation of the six key elements to be specified
in the business continuity plan (BCP).

Prefectural Government Municipalities

June 1, 2020 June 1, 2020
6 elements 40 85.10% 546 33.20%
5 elements 5 10.60% 471 28.60%
4 elements 0 0.00% 303 18.40%
3 elements or less 2 4.30% 324 19.70%

Source: Ministry of Internal Affairs and Communications press release
“Results of a survey on the status of business continuity planning in
local governments”, February 25, 2021.
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other countries that have conducted successful quarantines
(Nakamoto et al. 2020; Steinbrook 2020). In Japan, how-
ever, social consent for the handling of personal informa-
tion remains an issue. Numerous problems have been
caused by hastily constructed systems (MHLW [COCOA]
2021).

Policies and goals bearing on disaster prevention, miti-
gation, and disaster response include the Sustainable
Development Goals (SDGs) (UN 2015), which are included
in the 2030 Agenda for Sustainable Development and have
been adopted unanimously by member states at the United
Nations Summit of September 2015. The SDGs are inter-
national goals that aim to create a sustainable and better
world by 2030 and comprise of 17 goals and 169 targets.
The eleventh goal to “Make cities and human settlements
inclusive, safe, resilient and sustainable” relates to disasters
(UN 2016a).

Target 11b states “By 2020, substantially increase the
number of cities and human settlements adopting and
implementing integrated policies and plans towards inclu-
sion, resource efficiency, mitigation and adaptation to cli-
mate change, resilience to disasters, and develop and imple-
ment, in line with the Sendai Framework for Disaster Risk
Reduction 2015-2030, holistic disaster risk management at
all levels” (UN 2016D).

Technological innovation, 10 years after the Great East
Japan Earthquake, is rapidly developing. For example, in
IT and information and communication technology (ICT),
large global platforms, such as Google, Apple, Facebook,
and Amazon, have been established, and social networking
services (SNS) have spread along with sensing technolo-
gies, such as Internet of Things (IoT) and wearable devices;
high-speed communication technologies, such as 5G, and
artificial intelligence (AI) technologies, such as machine
learning and deep learning. The development of Al (Sung
et al. 2020) technologies, such as machine learning and
deep learning, is remarkable. These technologies have been
grouped together under the name of the Fourth Industrial
Revolution (Schwab 2015), and digital transformation (DX)
(Stolterman and Fors 2004) using innovative technologies
is being demanded at an accelerating pace as a means of
addressing future social issues.

Thus, it is time to review the BCPs and the response
methods for disaster prevention, disaster mitigation, and
disaster recovery that have been developed over the 10
years from the Great East Japan Earthquake and their pre-
conditions. What was previously considered impossible
will become possible with the advancement of technology.
Disaster prevention, mitigation, and response are no excep-
tion to this natural progression of developing new means of
solving problems.

In the medical field, substantial research is being con-
ducted on clinical support by using AI. Furthermore, medi-
cal information is being used in a more personal way. The
MHLW is also promoting the use of personal health records
(PHRs) in the Data-Health Reform (Sasako 2020).

In this review, we consider how disaster prevention,
mitigation, and disaster response must be conducted over
the coming decade considering social and technological
conditions, current states of affairs, and global goals, such
as the SDGs. The current state of disaster preparedness in
Japan will be reviewed, particularly with regard to medical
care and contemporary values, such as those expressed in
the SDGs, and the most effective communication and digi-
tal technologies, such as those defined as DX, will be inves-
tigated and reviewed to examine how disaster mitigation,
disaster prevention, and disaster response must be con-
ducted over the following decade. In particular, this study
proposes a new type of a medical response to disasters in
the careful consideration of changes engendered by the use
of DX and PHR. Presenting these responses as models to
be realized over the following decade is crucial for devel-
oping a resilient society that can respond adequately to
disasters.

Disaster Prevention, Mitigation, and Response
in the 10 Years since the Great East Japan
Earthquake and the 10 Years to Come

DX for disaster prevention, mitigation, and disaster
response

In 2018, the Ministry of Economy, Trade and Industry
(METI) established its Study Group for Digital
Transformation to help Japanese companies to promote DX,
and published its DX Report; Overcoming the IT System
CIiff of 2025 and Full-Scale Development of DX (METI
2018a). In the report, the need for guidelines was indicated,
after which the Guidelines for Promoting Digital
Transformation (METI 2018b) were formulated. In the
report, DX is defined as “the ability of companies to lever-
age the third platform (cloud, mobility, big data/analytics,
and social technologies) to create new products, services,
and business models that improve the customer experience
both online and in the real world, while responding to dis-
ruptive changes in the external ecosystem (customers, mar-
kets, employees) and driving changes in the internal eco-
system (organization, culture, employees).” In addition, it is
defined as “creating value and establishing competitive
advantage by transforming the customer experience, both
online and in the real world, through new products, ser-
vices, and business models” (METI 2018a).

To understand DX, we must consider the difference
between digitization and digitalization. Both terms refer to
making something digital;, however, in digitization, digital
technology is used to perform tasks that were once per-
formed in the analog form to improve business efficiency,
increase productivity, and reduce costs. Digitalization is
the use of digital technology to provide services in a new
business model that has never existed before, thereby creat-
ing new profit and value.

For example, in digitization, medical records, which
were once recorded on paper, are converted into data
(MHLW 2001), and medical care in the form of medical
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interviews and consultations is conducted online (MHLW
2018). Although the number of applications for online
medical care has increased because of the COVID19 pan-
demic and online medical care is becoming more wide-
spread, no major changes have been seen in business pro-
cesses, and the scope of business efficiency and cost
reductions is limited to the incorporation of digital technol-
ogy into the existing operations.

Digitalization creates opportunities to earn additional
profit and value by streamlining the business process itself.
For example, in a treatment model (Mora et al. 2019; Roche
Diabetes Care 2021), interventions are provided by treat-
ment applications installed on smartphones during the self-
management period between hospital visits. In some mod-
els, 24-h continuous data is drawn from wearable devices
and other real-world data (Concato 2020) to predict disease
onset and support diagnosis by using big data analysis.
New value will be created when these unconventional treat-
ment models are provided and treatment is implemented
based on patient engagement (WHO 2016).

Digitalization can create new value, and it is a key
technology for securing competitive advantages and achiev-
ing DX. In developing disaster prevention, mitigation, and
relief, simply adopting digitization is not sufficient; one
must also consider the diversity of new technologies and
data, and adopt digitalization to develop new values. If
advantages can be obtained over conventional methods of
disaster prevention, mitigation, and response, it will enable
DX to find greater purchase in the field of disaster medi-
cine.

Personal health record (PHR)-based disaster prevention,
mitigation, and disaster response

Data-health reform and data variety: In Japan, major
medical policies during 2000-2010 included the Health
Promotion Law (Government of Japan 2002; MHLW
2019b) and the start of specific health checkups and health
guidance to increase awareness regarding the risk of life-
style-related diseases. During 2011-2015, the Data-Health
Plan was developed (MHLW 2017c) to set numerical tar-
gets for the rate of health checkups, to optimize medical
costs, and to help prevent serious diseases. In 2016, the Act
on Anonymized Medical Data That Are Meant to Contribute
to Research and Development in the Medical Field was
passed (Government of Japan 2017) to allow big data to be
accumulated and to utilize the results of its analysis for pol-
icymaking. The Data-Health Reform will be in force in
2020 (MHLW 2017a) to promote the utilization of health-
care information. It will also promote the digitalization of
healthcare.

In addition, to address the physician shortage (Nomura
et al. 2009; Takata et al. 2011) and the 2025 problem
(Takahashi 2014), community-based medicine (MHLW
2016) has been promoted instead of single facility-based
medicine, and medical ICT (MHLW 2014) has been devel-
oped to share medical information.

However, the MHLW has indicated that health infor-
mation “has not always been in a form that draws on the
power of the frontline, industry, government and academia,
or that allows patients and citizens to realize the benefits.”
Therefore, in 2017, a new headquarters for the Data-Health
Reform (MHLW 2017b) was established within the MHLW.

This reform effort has four goals; promotion of (1)
genomic medicine and Al utilization, (2) PHRs that link
personal data to improvements in daily life, (3) information
utilization in medical and nursing care settings, and (4)
effective database utilization. Furthermore, in July 2020,
the Data-Health Intensive Reform Plan (MHLW 2020) was
announced, with three action plans; (1) expansion of the
system that allows patients and medical institutions nation-
wide to check medical information, (2) establishment of an
electronic prescription system, and (3) expansion of the
system that allows patients to utilize medical information.

The use of individuals’ medical information is regu-
lated through PHR (Xiao et al. 2021) services utilizing the
Myna Portal (Cabinet Office 2017). In particular, Action (1)
indicates the following: “(1) Even if your medical institu-
tion is affected by disaster, another medical institution can
check the patient’s information, making it easier to continue
necessary treatment. (2) More appropriate and prompt
examination, diagnosis, and treatment of patients with
impaired consciousness who are transported to emergency
rooms by confirming their drug information. (3) By con-
solidating information on patients across multiple medical
institutions, the system will contribute to the medical care
of family doctors, who are required to have a comprehen-
sive understanding of patients. (4) To reduce the burden of
medical personnel in making inquiries and confirmations.
(5) To supplement patient information in cases where face-
to-face consultations are difficult, such as during the spread
of infectious diseases. (6) Reduction of duplication of
medication, etc.” These are only some of the many antici-
pated, positive effects of reform.

There is currently no mechanism for sharing medical
information and identifying individuals, and it is difficult to
develop social consent for the handling of medical informa-
tion by nonprimary medical institutions. However, under
this regime, it may become possible to manage PHRs when
the infrastructure is established and consent is obtained.
This approach may be used in disaster prevention, mitiga-
tion, and response, and the preconditions for the target data
of response methods will change substantially.

PHRs and regional medical cooperation: An MHLW
Report (2011a) indicated that medical institutions in the
three Tohoku prefectures (i.e., Iwate, Miyagi, and
Fukushima) suffered damages in the Great East Japan
Earthquake (Table 3). In summary, 10 hospitals and 83
clinics buildings collapsed. Furthermore, more than 2,000
medical institutions were forced to restrict outpatient ser-
vices immediately after the earthquake. Finally, 10 medical
institutions lost medical records because of the tsunami and
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Table 3. Status of damage to hospitals and clinics in the affected areas (As of July 11, 2011).

Hospitals

Clinics

Damage caused by the

Number Great East Japan

Number of clinics

Damage caused by the Great East Japan Earthquake

Earthquake Total destruction Partially collapsed

Prefectures of
hospitals Total Partially Medical . Medical ) Medical .

destruction collapsed departments Dentistry departments Dentistry departments Dentistry

Iwate 94 3 59 927 613 38 46 76 79
Miyagi 147 5 123 1,626 1,065 43 32 581 367
Fukushima 139 2 108 1,483 919 2 5 516 374
Total 380 10 290 4,036 2,597 83 83 1,173 820

Source: “Damage to Base Hospitals for Disaster Medical Services in the Great East Japan Earthquake”, Ministry of Health, Labour and

Welfare, November 11, 2011.

other damage, thereby making it difficult to provide medi-
cal services immediately after the disaster. A survey by the
MIC found that 27% of the hospitals had data loss (MIC
2012). Preventing the loss of medical records is a crucial
issue for ensuring the continuous provision of medical care.

Therefore, the Great East Japan Earthquake
Reconstruction Initiative Council announced in its Proposal
for Reconstruction: Hope in the Midst of Tragedy (CAS
2011) that “the sharing of medical records and other medi-
cal information must be promoted for crisis management in
the future” and that “in light of the loss of data in the fields
that support local communities, such as government, medi-
cal care, and education, due to the earthquake, it is neces-
sary to share medical records and other medical informa-
tion. Furthermore, in light of the fact that data in the fields
that support local communities, such as government, medi-
cal care, and education, were lost due to the earthquake,
further digitization of information should be promoted in
these fields, and the introduction of cloud services should
be strongly promoted.” A survey reported by Tanaka (2012)
also suggests that this response be performed through
“cloud computing (digitization of medical information and
connection to regional medical information networks)” and
“backup functions (remote backup functions and regional
medical coordination functions)”; furthermore, “need for a
disaster-resistant medical information system” is indicated.

The Ministry of Education, Culture, Sports, Science
and Technology (MEXT) launched The Gemini Project
(Kimura 2014) in 2012 to store backup data from the hospi-
tal information systems of 42 national universities and 46
university hospitals across the country in data centers
located in eastern and western Japan. Unless the cloud cen-
ters, which are more than 1,000 kilometers away from each
other, are damaged at the same time, the possibility of med-
ical information being lost is extremely low. Even if the
server equipment at the medical facility is damaged, the
system can be recovered from the data stored in the cloud if
the server is later repaired. However, this type of mitiga-
tion initiative still entails a significant cost burden.

The development and utilization of regional coopera-

tion systems for information sharing is being promoted. In
Miyagi Prefecture, the Miyagi Medical and Welfare
Information Network (Ido et al. 2019; Nakayama et al.
2021) was established to share information among hospi-
tals, clinics, pharmacies, and nursing care facilities in the
prefecture. As of the end of March 2021, the number of
registered consenting patients exceeded 100,000, and the
total number of backup medical records exceeded 14 mil-
lion patients. Furthermore, clinics in Fukushima Prefecture,
which borders on Miyagi Prefecture’s southern medical
area, have joined the system, thereby steadily expanding the
scope of the system beyond the administrative medical area
units in a way that is consistent with the actual conditions
of the living areas.

However, the preservation of these remote areas and
the regional medical network refer to preparations and
information sharing on the medical provider side, particu-
larly medical facilities. However, according to the
Reconstruction Agency, 4,371 evacuees across three prefec-
tures of Tohoku cannot return to their pre-disaster residen-
tial areas (as of the end of May 2021) (Reconstruction
Agency 2021). Their medical information has virtually
been lost. In other words, once they leave their original
place of residence following the disaster, despite their fam-
ily doctor’s information system being restored and medical
information being shared, they will not have their own
medical information in their new place of residence; it will
be difficult for them to receive full benefits. To manage
such issues, a method based on a new sense of values, such
as sharing information at the national level, preserving
medical records independent of evacuation and relocation
locations, and using PHRs to manage their own medical
information, as described in the Data-Health Reform, will
be required for future disaster prevention, mitigation, and
response.

Prescription drugs and drug logistics: Electronic med-
ication notebooks, electronic prescriptions, and drone tech-
nology: After the Great East Japan Earthquake, excluding
the exception of the lost medical records immediately after
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the disaster and during the acute phase, numerous drug-
related reports (Hirokawa et al. 2014) and papers (Tanno
2014) have reported problems with prescription. The major
issues are flow in prescription handling and logistics (Ujiie
2013). In the immediate aftermath of a disaster or during
the acute phase, medical supplies are assumed to be accom-
modated by inventories at medical institutions and through
the support medicines brought in by DMATs and others.
However, prescribing for patients with chronic diseases
after the acute phase is also a concern.

A chart of the prescription process (JPA 2012a) is
included in the report of the Pharmaceutical Association of
Japan on the Great East Japan Earthquake. Patients’ memo-
ries of the medications they were taking were vague, and it
is dangerous to prescribe based on possibly inaccurate
information. At the time of the earthquake, they sought to
secure prescriptions by using various procedures; however,
these processes were complex and uncertain. Thus, the
medication notebook, where was used for regular records,
was useful (JPA 2012b).

In the case of typhoons, evacuation can be conducted
according to pre-disaster timelines, and thus, in such cases,
it may be possible to sufficiently validate the presence of
regular medications and medical notebooks among the
items. However, during an earthquake, such a prediction is
difficult, and in situations where residents are evacuating
with nothing but their clothes, they may leave their regular
medication or medication records behind. These records
undeniably may be lost in such situations. Methods of edu-
cating people regarding the effectiveness of medication
notebooks and promoting the regular use of the notebook
must be considered conditional if it is expected that the
notebook will be effective even during a disaster and that if
it is lost, all necessary information will be lost.

At present, electronic prescriptions are being promoted
as a part of the health data reform. For this digitization, the
Japan Pharmaceutical Manufacturers Association has cre-
ated a system for centralized information browsing
(Watanabe 2017) and has begun developing a foundation
for utilization in 2016 called E-Yaku LINK (JPA 2016a).
From then, various electronic drug diaries based on this
standard have been released as applications (JPA 2021).
These diaries include PHRs and are expected to provide
daily convenience by providing functions, such as self-
medication management, contra-indications, and inventory
management, that were not possible with earlier systems.
They could also be used for future disaster prevention, miti-
gation, and response (JPA 2016Db).

There is a current initiative of employing drones to use
the airways for logistics in case ground transportation infra-
structure becomes nonfunctional (MLIT 2021a; Moshref-
Javadi and Winkenbach 2021). Originally, this demonstra-
tion project was developed to deliver supplies to remote
islands; however, it has reached a stage where it is techni-
cally feasible for broader applications (MLIT 2021b).

If new technologies arrive, the new drone-based deliv-

ery of supplies may be associated with PHRs (Orii 2018;
Khan et al. 2021). A PHR can be used to determine the
type and quantity of drugs required and to determine the
location of delivery. In the event of a disaster, electronic
prescriptions can be issued through online medical services
and delivered directly to individuals. If such systems are
constructed, the onsite load on hospitals and pharmacies
during a disaster will be reduced, thereby allowing them to
focus their human resources on injured evacuees or on
those in serious conditions with physical constraints, which
will have a synergistic effect.

This method of prescription could be used in normal
times for elderly people who have difficulty moving.
Furthermore, if it is used by patients with chronic diseases,
it can help prevent serious illnesses during and immediately
after disasters (Dugas et al. 2020). The construction of such
services will be necessary for future methods of disaster
prevention, mitigation, and response.

Distributed evacuation and support and self-help

How shelters can involve DX: The Tokyo Metropolitan
Government’s Grand Design for Earthquake Disaster
Reconstruction (Tokyo Metropolitan Government 2001)
indicates the importance of examining in advance what the
goal of urban reconstruction should be (Nakamura 2011).
Furthermore, implementing such measures in advance
rather than only when the disaster appears is crucial.

Tokushima Prefecture is promoting a Tokushima
Model (Iwaka 2016) for pre-disaster reconstruction, thereby
adopting the premise of the Nankai Trough Earthquake.
This model considers social risks, such as the declining
population; low birthrate, aging society and depopulation;
and natural disaster risks, including the Nankai Trough,
without separating them and promotes urban development
when sharing a future vision of reconstruction. In particu-
lar, assuming tsunami damage, they forecast areas to be on
alert for damage and consider land use models and urban
planning based on the results. Public facilities in the warn-
ing areas must be relocated to higher ground before the
disaster strikes, and residents must be educated on the need
to take measures in advance.

If evacuation is unavoidable because of a tsunami,
flood, or landslide, people will inevitable have to evacuate
to evacuation centers. Evidently, there is no need to go to
an evacuation center if your life and residence are safe.
You can calmly evacuate your home or follow directives to
make your house earthquake-proof and secure food. Not
being required to go to an evacuation shelter is reasonable
in a disaster response based on self-help, and it is also use-
ful for reducing the burden on evacuation centers. The
Tokyo Disaster Prevention (Tokyo Metropolitan
Government 2015) published by the Tokyo Metropolitan
Government also recommends such evacuation.

As earthquake-resistant design and construction tech-
nologies advance, the percentage of evacuees, who can
evacuate in home, is expected to increase. With this possi-
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bility increasing, evacuation centers will need to become
service centers where services that cannot be received at
home are provided. Furthermore, information obtained
from being in an evacuation center (e.g., safety information
and administrative procedures) may not be conveyed to
evacuees at home, thereby creating an information gap that
could lead to a decline in the overall quality of governance.
Regarding future disaster prevention, mitigation, and
response, creating a platform that can be operated as a vir-
tual evacuation center by connecting evacuees at home and
evacuation centers as function centers through ICT.
Evacuation centers must provide safe and efficient medical
services involving shared information on medical history,
prescriptions, allergies, etc., by associating regional cooper-
ation systems and PHRs. For evacuees at home, using DX
at evacuation centers by combining medical services such
as online consultation, delivery of supplies by drone, and
medication management by application will be necessary.

Artificial intelligence and triage: The MHLW’s
Disaster Prevention and Mitigation Operations Plan
(MHLW 2011b, 2019a) calls for a manual to be prepared
for accepting patients in the event of a disaster, and in the
case of the Tokyo Metropolitan Government’s Bureau of
Health and Welfare (Tokyo Metropolitan Government
2012), the primary activities to be conducted immediately
after a disaster are shown, and it is indicated that triage will
take place at medical aid stations and other facilities.

A triage report has been published on the Great East
Japan Earthquake (Fujimori 2019), wherein cases catego-
rized as red or yellow should be accepted at the disaster
base hospital or a hospital associated with the disaster base
hospital. Alternatively, in case that sufficient medical and
personal resource is not possible in the regional disaster
base hospital, the patients can be transported to a wider
area. Green tags indicate minor cases that do not require
inpatient care and can be treated at emergency medical aid
stations or medical aid stations set up at evacuation centers
(Tokyo Metropolitan Government 2019).

Minor cases can be treated at first aid stations, whereas
the number of evacuees, particularly those evacuating in
home, may have to cope with the situation on their own.
They can use the internet and SNS to identify symptoms
and information on how to cope. However, obtaining ade-
quate knowledge and coping methods is not always possi-
ble. From the Great East Japan Earthquake, SNS has
become an increasingly crucial tool for communicating
information during disaster; however, there are reports that
it cannot always be used effectively because of information
hoaxes and explosions (Fujishiro et al. 2018). This self-
response method has many challenges, particularly because
with the increasing number of evacuations in home, the
number of self-determined cases that do not undergo triage
will also increase.

In the Ishinomaki Red Cross Hospital triage lawsuit
that occurred after the Great East Japan Earthquake (Inoue

2019), a bereaved family sued the hospital after the elderly
patient who had been categorized with the green tag, fell ill
and died. Triage is a major social concern in the chaos of
the disaster with the care of the elderly in a situation over-
flowing with rescuers; in particular, the responsibility that
should be placed on medical personnel who are victims of
the disaster but are also rescuers must be examined.
Naturally, this is a life-and-death concern, and thus, medical
facilities have implemented disaster drills, improved record
keeping for disasters, and manuals for managing those who
cannot return home. However, the self-help of patients
remains a concern.

The use of digital healthcare applications that utilize
PHR, AI, and other technologies may help patients help
themselves and protect their lives. If these are sufficiently
effective during normal times, people can avoid taking
actions based on uncertain information from SNS and other
sources. Such a PHR and AI technology is a promising
method for disaster prevention, mitigation, and disaster
control.

Managing chronic diseases: A study of the Great East
Japan Earthquake included a case study of diabetic patients:
during the disaster, it was not uncommon for type-1 diabet-
ics to have extra insulin (Fujiwara et al. 2013), which they
could use during the evacuation. Moreover, evacuation
food is primarily carbohydrates, thereby making it difficult
for these patients to control their blood glucose levels.
Research shows that blood glucose levels following the
disaster were generally higher than before, thereby return-
ing to pre-disaster levels after six months (Kamimura et al.
2014).

A study by DMAT reported that in the first 72 h after
the Great East Japan Earthquake, the number of seriously
injured trauma victims was lower than that anticipated, and
other medical must be increased in the acute and subacute
phases. The number of deaths increased in isolated hospi-
tals and places where supplies were scarce (Koido et al.
2011). Supply questions meant life or death. This finding
underlines the importance of matching supply and demand
through drones and other means as mentioned previously.
The results of the blood glucose survey indicate that expert
support is required, all the more so under abnormal evacua-
tion conditions; however, this will be difficult to achieve.

A United Kingdom study (Porumb et al. 2020) used Al
to detect hypoglycemic events from electrocardiography
data as measured by wearable devices. In the United States,
WellDoc’s BlueStar (Welldoc 2021) provides a prescription
app for type-2 diabetics. This prescription app was shown
to be useful in a large-scale clinical trial in 2010 and was
approved by the Food and Drug Administration. In Japan,
Astellas Pharma Inc. concluded a commercialization agree-
ment in November 2019 (Astellas Pharma and Welldoc
2019), which will soon be approved. This type of digital
health-based disease management is expected to expand its
scope of diseases and become established as a treatment



190 S. Fujii et al.

method. In the BlueStar clinical trial, the hemoglobin Alc
(HbAc) levels in the control group by using existing drugs
declined by 0.7% over the one-year observation period,
whereas that in the app group declined by 1.9%, which is a
significant difference (Quinn et al. 2011).

BlueStar achieves its results by allowing users to input
their blood glucose levels, medication status, and physical
condition. The app analyzes these data to intervene at the
appropriate time, allows consultation with specialists, and
enables information sharing with a medical team. If its
functions in disaster situations can be handled, that is,
restrictions on food availability, unmeasured blood glucose
levels (or predicted values from wearables), and in case
medication is difficult to take, then specialists can provide
assistance even during disasters. Disaster prevention, miti-
gation, and response must rely on the daily use of digital
healthcare, particularly among patients with chronic dis-
eases, and on strengthening self-control, which will not
change between normal times and disaster.

Mental health care: The importance of mental health
was recognized to a greater degree after the Great East
Japan Earthquake (Orui et al. 2015). The number of mental
health patients does not increase significantly during the
hyperacute and acute phases of a disaster but rather tends to
increase during the subacute and recovery phases for up to
two years later when the surrounding support starts to fade.
A disaster psychiatric assistance team (DPAT) and others
may provide psychiatric care immediately after a disaster
(DPAT Secretariat 2015; Takahashi et al. 2020), which is
only acute psychiatric support.

Digital health (Jandoo 2020) has a role in mental
health care. Digital approaches for the quantitative assess-
ment of depression and dementia have been developed, and
they may become widely used in diagnosis and treatment
(Bucci et al. 2019). Martinengo et al. (2019) conducted a
systematic evaluation of depression and suicide prevention
apps available on the Google Play Store and Apple App
Store and found 2,690 apps, with 20 depression manage-
ment apps, 3 depression management and suicide preven-
tion apps, and 46 suicide prevention apps. These 69 apps
were considered to include all of the known evidence
regarding suicide prevention. We consider these tools to
support the doctor-patient relationship and not a substitute
for doctors and other professionals.

However, assuming that a DPAT will be dispatched in
the first week after the disaster (or weeks or months if nec-
essary), the use of these digital health apps can ensure a
long-term perspective and continued contact with patients.
Furthermore, if these apps improve and are adapted to con-
sider a disaster, they may become an even more effective
means of response. Such apps may be used by patients as a
tool to improve the functioning of their daily practices in
psychiatry. Psychiatrists must properly evaluate digital
health apps and manage their safety (Fujii et al. 2019).
Future disaster prevention, mitigation, and response should

incorporate Evidence Based Medicine (EBM) into clinical
practice, and the use of digital health apps should be con-
sidered.

New value and consensus building

Infodemics and personal data protection in COVID-
19: Because of the global outbreak of COVID-19, WHO
has sounded the alarm on the negative effects of infodemics
(pandemic of information), including the spread of new
rumors and misinformation (WHO 2020). An infodemic
study reported that more than 800 people died from drink-
ing antiseptics containing methanol and other alcohol com-
ponents worldwide because of misinformation (Islam et al.
2020). An approach to deal with infodemics during disas-
ters based on a scientific understanding is necessary.

The pandemic response to COVID-19 further stressed
the importance of keeping social (physical) distance. As
outbreaks spread, digital tracing methods, such as cluster
tracking, have been developed and are being used to reduce
infections. A simulated study (Kucharski et al. 2020) sug-
gests that the rate of reduction tends to be higher in isola-
tion because of tracking applications. They also infer that
high percentages of infected people must be isolated and
that high percentages of contacts must be successfully
traced to reduce the effective reproduction number to less
than one.

Although the importance of contact tracing applica-
tions has been shown, in Japan, from the perspective of per-
sonal information protection and public sentiment, using
them as a personal tool is more practical than a tool man-
aged by the government, which is the case with COCOA,
the contact confirmation application released by the
MHLW.

However, if individuals can be tracked, imagining how
such an approach can be used not only in countermeasures
against infectious diseases but also to validate their safety
and identify their whereabouts in times of disaster. The
handling of personal information and the use of these tools
must be considered a matter of urgency to allow the public
to give their consent.

The challenges of responding to disasters by DX

The challenge of responding to disasters by DX is that
it is affected by the power and telecommunications environ-
ment. For example, the benefits of DX are predicated on
the stable use of smartphones, which are the operating ter-
minals. It is important that power and telecommunications
be supplied even in the event of a disaster, that recovery
time be quick even if damage occurs, and that the scope of
the impact be small. To solve this problem, Japan has
developed the “Energy Supply Enhancement Act” (METI
2020) and is working on small-scale distributed power sys-
tems and smart grids (Agency for Natural Resources 2019,
2020). During Typhoon No. 19 in 2019, smart meters were
also used to assess the damage. They also provided accu-
rate information to power outages and helped with info-
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demics. Although damage to utility poles hindered the
recovery, it is thought that electricity will become more sta-
ble if the wires are buried underground (Tokyo Electric
Power Grid Co. 2019). In addition, the widespread use of
home power generation, storage, and electric vehicles is
expected to strengthen the power supply in the immediate
aftermath of the disaster (Takagi et al. 2011).

In telecommunications, in addition to the normal
power supply for base stations, efforts are being made to
prepare for disasters with in-house power generation and
storage of power. Large-zone base stations that can cover a
wide area, vehicle-type mobile base stations, and satellite
systems are being used to ensure early recovery methods
(NTT DOCOMO 2017). Local 5G initiatives on a regional,
enterprise, and municipal basis have also begun (Toyoshige
2020). Small-scale distributed systems are also expected to
prevent congestion and keep telecommunications failures
localized.

It is true that a response method that assumes power
and telecommunications at the time of disaster involves
risks. However, if it is possible to analyze a large amount
of information from the IoT (Internet of Things) and other
sources during a disaster and take optimal actions by add-
ing our own information, then the benefits sufficiently out-
weigh the risks.

Conclusion

In the wake of the Great East Japan Earthquake, meth-
ods for disaster prevention, mitigation, and response have
been developed and improved. At the same time, innova-
tive services are being created through DX, such as the
accelerated deepening of Al technology. Approaches that
were once impossible are now possible. These innovative
technologies are expected to be practically applicable and
to spread to various fields, and the field of disaster response
will be no exception.

The digitalization of disaster response requires not lit-
eracy (the ability to collect, analyze, and use information)
but competence (beneficial behavioral characteristics
acquired through experience). That is, understanding
behavior through data and behaving rationally are crucial.
Human productivity should be increased to improve time
efficiency. Then, we will be able to do things that we previ-
ously could not because of the lack of time and resources,
which is the greatest benefit of DX.

Disaster prevention, mitigation, and response involves
the use of our medical information and of digital services in
normal times. This approach will protect our lives, and a
society where such social services exist will be a more
resilient one that can withstand disasters.
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